
Attack Signal IntelligenceTM

Threat Detection and Response for the hybrid enterprise
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When Prevention fails, 
efficient Threat Detection & Response is key.

Source: NIST Cyber Security Framework

INCIDENT CHRISIS CATASTROPHYRISK
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“While prevention is ideal, detection is a must.”

:
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We don't know if we are being 
compromised right now.
72% of security leaders think they may have been breached but don’t know it

The challenge from an organizations’ point of view…

Source: Vectra Research Study | Global : Fit for Purpose or Behind the Curve? - January 2022 - Based on interviews of 1800 IT security decision makers working at organizations with more than 1,000 employees across France, 
Italy, Spain, Germany, Sweden, Saudi Arabia and the US, and more than 500 employees across the Netherlands and Australia & New Zealand.

We don't know how to prioritize the 
threats that matter most.
79% of security leaders say vendor tools fail to live up to their promise

"

"

"

We don't know how to keep 
pace with modern attacks.
83% of security leaders think traditional approaches 
don’t work for modern threats

The Unknown

More attack 
surface

More tools, alerts 
and noise

More evasive 
attackers
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Modern SecOps is
anchored to the network.

Source: Applying Network-Centric Approaches for Threat Detection and Response
March, 2019, ID Number: G00373460

Network-based technologies enable 
technical professionals to obtain
quick threat visibility across an entire 
environment without using agents.

SOC Visibility 
Triad (XDR)

Endpoint Detection 
and Response (EDR)

Network Detection 
and Response (NDR)

User Behavior 
Analytics (UBA/IDR)

DATA-LAKE
(SIEM)

NATIVE INTEGRATIONS



How we do it…
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Q3 2023

Datacenter

SaaS Cloud

Security Operations (SOC)

v/Sensor

Remote 
Workers

IaaS Cloud

Perimeter security

Data & Analytics Cloud

vSensor

Event logs
Packet metadata

Traffic sensor

Critical business value

Brain

SIEM/SOAR

PaaS Cloud
M365

…

Azure AD

Plant/OT/ICS/IoT/Campus

v/Sensor

Vectra Hybrid and Multi-cloud platform architecture

cSensor

Integration with:
AD
Defender
Azure Sentinel
VMWare
…

Data-Lake
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100%

If only it was this easy…
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Different ≠ Bad
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Bad ≠ Different
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What makes Vectra Attack Signal IntelligenceTM unique?
Enable effective detection countermeasures to be developed

Diverse threats

Security 
R

esearch

Which can be detected with a 
durable set of AI countermeasures

Common methods (TTPs)
Slowly evolving set of underlying 

techniques used to progress attacks 
Actors

Nobelium

Dark Halo

Access

Custom C2

Tooling
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Nation-state Espionage attack
Actual incident: Attack Signal Intelligence vs Lazarus Group (APT38)

Attack Progression

At
ta

ck
 Im

pa
ct

Employee 
targeted via 
LinkedIn

Bypassed 
web proxy 
with encrypted 
WhatsApp 

Malicious job 
description 
compromises 
corporate 
laptop

Pivot to 
datacenter 
via remote 
command 
service 
(ZTNA)

C2 installed 
for persistent 
access.

Stolen admin 
credentials to 
move laterally to 
other servers

Admin 
credentials 
stolen from 
server.

Recon to find 
research 
data.

Initial access Breach

Industry: Pharmaceutical
Customer: Global 500 
At Risk: COVID research
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Nation-state Espionage attack
Actual incident: Attack Signal Intelligence vs Lazarus Group (APT38)

Attack Progression

At
ta

ck
 Im

pa
ct

Employee 
targeted via 
LinkedIn

Bypassed 
web proxy 
with encrypted 
WhatsApp 

Malicious job 
description 
compromises 
corporate 
laptop

Pivot to 
datacenter 
via remote 
command 
service 
(ZTNA)

C2 installed 
for persistent 
access.

Stolen admin 
credentials to 
move laterally to 
other servers

Admin 
credentials 
stolen from 
server.

Recon to find 
research 
data.

Initial access Breach

Prevention controls failed throughout - attack progresses

Secure Web Gateway  |  Email Security  |  EDR  |  Firewall |  ZT Network Access  |  AV  |  IPS 

Industry: Pharmaceutical
Customer: Global 500 
At Risk: COVID research

Impact Avoided:
Loss of patent, time to market 
advantage, revenue, brand 
reputation, and customer trust.

Attackers 
evade

Attackers 
escalate

Attackers 
infiltrate

Attackers 
exploit

Attackers 
progress

Attackers 
Exfiltrate

The window to detectCompromise Breach

Attacks have an invariable pattern - the Cyber Kill Chain.

Finding attacker behaviors and progression is the key.
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Attack Signal IntelligenceTM

Nation-state Espionage attack
Actual incident: Attack Signal Intelligence vs Lazarus Group (APT38)

Attack Progression

At
ta

ck
 Im

pa
ct

Employee 
targeted via 
LinkedIn

Bypassed 
web proxy 
with encrypted 
WhatsApp 

Malicious job 
description 
compromises 
corporate 
laptop

Pivot to 
datacenter 
via remote 
command 
service 
(ZTNA)

C2 installed 
for persistent 
access.

Vectra 
detects 
Hidden 
HTTPS 
tunnel 

Stolen admin 
credentials to 
move laterally to 
other servers

Vectra detects 
Privileged 
Access 
Anomaly

Admin 
credentials 
stolen from 
server.

Vectra 
detects Port 
Sweep

Recon to find 
research 
data.

Vectra 
detects File 
Share 
Enumeration

Attack prioritized

Initial access Breach

Prevention controls failed throughout - attack progresses
Secure Web Gateway  |  Email Security  |  EDR  |  Firewall |  ZT Network Access  |  AV  |  IPS 

Attack stopped

Industry: Pharmaceutical
Customer: Global 500 
At Risk: COVID research

Impact Avoided:
Loss of patent, time to market 
advantage, revenue, brand 
reputation, and customer trust.
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Where Attack Signal 
IntelligenceTM would 
Prioritize as critical

SolarWinds Sunburst attack
Vectra mapping to Gartner identified controls

Source: Gartner 8 controls to Thwart Sunburst and Other Supply Chain Attacks by Thomas Lintemuth, February 19, 2021

Attack Progression

At
ta

ck
 Im

pa
ct

Attack prioritized

Download 
software 
update

DNS 
lookups to 
avsmcloud

Vectra 
detection 
DNS lookup 
to new 
domain

12-14 days 
after 
download 
Sunburst 
activates

Initial access Breach

C2 outbound 
HTTPS 
tunnel

Vectra 
detection 
HTTPS 
tunnel to 
new domain

Fully 
functional 
HTTPs 
tunnel

Vectra 
detection 
HTTPS non-
standard 
activity

Domain 
recon

Vectra 
detection 
Suspicious 
traffic LDAP 
Query RPC

Access other 
systems on 
network

Vectra 
detection 
Suspicious 
remote 
execution, 
privileged 
access 
anomalies

Move to 
ADFS server, 
obtain SAML 
cert

Vectra 
detection 
Suspicious 
remote 
execution, 
privileged 
access 
anomalies

Login to 
Azure AD

Vectra 
detection 
Suspicious 
login

Attackers 
add trusted 
domains to 
Azure AD

Vectra 
detection 
Suspicious 
Azure AD 
activity

Update 
credentials 
with access 
to O365

Vectra 
detection 
Suspicious 
O365 
activity

Access 
email

Vectra 
detection 
Suspicious 
O365 
activity

Vectra detects steps 4 to 12 based on 
behavioral analysis. Once Vectra confirmed 
the attack, step 3 was covered by TI.

Stop Attack
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Example - SolarWinds Sunburst attack in Vectra

The complete kill-chain 
of attacker methods is 
automatically correlated 
into ONE critical incident.

M365

AzureAD

Network
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Integration

Clarity
Know what to prioritize 
with Attack Signal IntelligenceTM

Control
Know how to get ahead and 
stay ahead of attackers

AI Prioritization

Coverage 
Know where you are
compromised right now

24/7 Services
Managed detection, response and 
training provide the skills and 
reinforcements defenders need

AI-enabled 
Operations

AI Detections

AI Triage

Network

2G | 20G | 50G

EndpointPublic Cloud

*

SaaS Identity

The coverage, clarity and control we defenders deserve

Vectra Erases the Unknowns.

* Early Access Q1 2023
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