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Ransomware, Hacktivism, and a
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The commonality of beer and coffee
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Jonathan Greig

Stormous ransomware gang takes credit for attack on Belgian
brewer Duvel

https://www.bleepingcomputer.com/news/security/duvel-says-it-has-more-than-enough-beer-after-ransomware-attack/



“The Belgian village of
Breendonk — home to Duvel
Moortgat Brewery, which was
hit by a cyberattack last week
— is now facing a second
incident affecting local coffee
roasters Koffie Beyers.”

Belgium's largest coffee
roaster falls victim to
cyber attack

https://therecord.media/koffie-beyers-cyberattack-coffee-roaster-duvel-belgium


https://therecord.media/stormous-claims-duvel-beer-attack
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A Storm hits Belgium

Active since 2015
Political & financially motivated

Part of _collective

Raas in collaboration with -
Crossovers between RaaS & Hacktivism
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. . The Five Famili
Hacktivism ¢ & TheFiveFamiles
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The Five Families May 15
Forwarded from
& GhostSec

We'd like to announce GhostSec's leave
from the "CyberCrime" Scene. We as
Ghosts have obtained enough funding
through our times to continue funding
our operations for a while we deem the
cybercrime and ransomware we once
promoted no longer necessary and will
shift back to pure hacktivism what does
this mean?

All this means is that we will not be
providing services anymore therefore the
Ghostsec services channel and services
once provided will be closed, The
ransomware Ghostlocker will be closed

Though we will provide the entire code of

V3 to Stormous and shift all buyers from
GL to the new Stormous locker making it
a clean exit without any exit scam. Five
families will be taken over and Stormous
will be in charge with the new associates
involved in that organization resulting

in our complete retirement from the
"cvbercrime" and ransomware scene!
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Trigona is Gone! Contact: @GhostSecSR (For purchase or
any questions relating to the product)

)na ransomware gang has been exfiltrated and
wiped out

1e to the world you created for others

Hacked by
Ukrainian Cyber Alliance,
disrupting russian criminal enterprises (both public and private)
since 2014




What am | seeing as a researcher?
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Re-victimization

Actor Re-posting Relationships

Hl First Poster
W Il Scecond Poster
ountLoc S t B Third Poster
et S"’.’E%s n@ryp
Al@ss . ro@da
M*tn
23/02/202 Rans.ouse Quifffum

Blackiatter

Pia
Kar s . Uic.ety
Ev‘st n%r
‘ kCat)

Sal@ath B.k

Rans@mERM@ Wy, 8‘
@ ; o

Sp@ok Astr@ieam,
ransapedyc Ne.(er
Dop mer

thr@am B.n N.m

tri.na
Darigide




4

Current.th

Global & local




Ransomware
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Towards a striving & resilient ecosystem

Criminal evolution
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Threats and actors observed
Distinct threats and distinct actors over time
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What we’ve seen

Hacking groups are taking
p05|t|ons in the conflict

“WARNING”

£ The Conti Team is offi “nll\, announcmg a full support of Russ'an government. If any
: tc £ yberattack or any war ac gainst Russia, we a

re ¢ ‘()Ih(_. to use our al F.,L.:r‘;:._.llf_ resources to str |kc back d. he_‘ riical infrastructures
of an enem y.
W 212512022 @ 272 Bo[0.00B]

Conti ransomware group announcing their support to Russia on February 25, 2022,

Leading to disclosures

- -~
f Greetings, A

Here is a friendly heads-up that the Conti gang has just lost all their
shit. Please know this is true.
https;: //twitter, con/ContiLeaks/status /14580307067 360737 34

The link will take you to download an 1.tgz file that can be unpacked
running tar -xzvf 1.tgz command in your terminal . The contents of the first
dump contain the chat communications (cerrent, as of today and going to —
the past) of the Conti Ransomware gang. We promise it is very interesting. a

There are more dumps coming , stay tuned.
You can help the world by writing this as your top story.

It is not malware or a joke. Trvats Terpats ot riporses
This is being sent to many journalists and researchers.

Thank you for your support

Glory to Ukraine!
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Regional anlysis
Distinct victims per country past 12 months vs. prior 12 months comparison
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Hacktivism
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Hacktivism | Ukraine war

eV C .  “Ukraine’s cyber response plan was carefully

Ukraine's Digital Frontline

crafted by its Minister of Digital Transformation -
Mykhailo Albertovych Fedorov - who

;“‘ ‘ veu ot
y 3 coordinated one of the most successful,
- multifaceted information operations campaigns
y “ &

ever withessed in history.”

Mykhailo Fedorov @
@FedorovMykhailo
We are creating an IT army. We need digital talents. All operational tasks
will be given here: . There will be tasks for everyone.

We continue to fight on the cyber front. The first task is on the channel
for cyber specialists.

t.me
Telegram: Contact @itarmyofurraine

7:38 PM - Feb 26,2022

9,076 Reposts 1,305 Quotes  20.9K Likes 852 Bookmarks

@) 0 ) [q 852


https://www.darkowl.com/blog-content/one-year-later-a-look-back-at-the-ukraine-conflict-and-its-impact-on-the-global-criminal-digital-ecosystem/
https://twitter.com/FedorovMykhailo/status/1497642156076511233
https://time.com/6157308/its-our-home-turf-the-man-on-ukraines-digital-frontline/

Hacktivism | Ongoing geopolitical conflicts
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Faketivism

INTRODUCED IN THE CROWDSTRIKE 2616 GLOBAL THREAT REPORT, FAKETIVISM REFERS
TO ACTIVITY BY ENTITIES THAT CHARACTERIZE THEMSELVES AS HACKTIVIST GROUPS
BUT MORE LIKELY REPRESENT A FRONT FOR A GOVERNMENT OR OTHERWISE PROFESSIONAL
ENTITY.

IN AN EFFORT TO APPEAR GENUINE, FAKETIVISTS - AKA INAUTHENTIC PERSONAS -

OFTEN ADOPT THE EXISTING IMAGERY, RHETORICG, TTPS AND SOMETIMES NAMES OF
ESTABLISHED HACKTIVISTS. THEY OFTEN SURFACE IN DIRECT RESPONSE TO GEOPOLITICAL
EVENTS, OFTEN HAVE LITTLE OR NO ESTABLISHED ACTIVITY HISTORY, AND ALMOST
ALWAYS OPERATE IN DIRECT ALIGNMENT WITH STATE GOVERNMENT INTERESTS. THESE
PERSONAS PROVIDE STATE BACKERS WITH A LAYER OF DENIABILITY BUT CAN ALSO SERVE
INFORMATION OPERATIONS GOALS.




SNCB website again online
after ‘large-scale cyber
attack’

The image BELGA

The website of railway company SNCB is online again. Since
this morning, the website could not be consulted due to a
cyber attack, reports spokesman Bart Crols.

The news The Hackers

Cybercriminals attack
website Room: ‘Parliament
has far too long Waiting to
take action.”
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The House's website was unreachable for some citizens and parliamentarians. Image HLN /
Photo News

In recent days, the website of the House of Representatives
has been re-eating by cyber criminals. Just like the previous
times, it is a so-called DDoS attack in which the site is
overwhelmed with internet traffic so that it is unreachable.




What do we do?

Employee_Training _and_Awareness
S O I a g e Endpoint_Protection MFA

User_Accounts

Isolatlon

SeLurp emote Achxs
~ Use_Anti Update_and_PatCh_SystemS

‘ ' Pﬁ;sn;ﬁﬁ
- 3 Web Filtering . -
Malware_and_Antis~; | | | Preparation

Pr%LElFP%

ansomware_Tools
Implement_Least_Privilege_Access




Meet me & my collegues
for a beer or coffee



Register as an early bird to seize

your chance to win one of 5 W

Shokz headphones. =
SHOKZ

Register as an ealry bird



https://orangecyberdefense.com/be/events/orange-cyberdefense-live-2024?utm_source=powerpoint&utm_medium=pdf&utm_campaign=ocdlive2024
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