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1
Introduction

Speaker: Diana Selck-Paulsson
• Lead Security Researcher 
• Global research unit 
• Social science background (criminology) 



2
A Storm in Belgium

Cyber extortion & Hacktivism
(ransomware)
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The commonality of beer and coffee

"We are confident that we will be able 
to restart production soon. In the 

meantime, there is enough stock, so 
Duvel drinkers don’t have to worry.”

Spokesperson Ellen Aerts

https://www.bleepingcomputer.com/news/security/duvel-says-it-has-more-than-enough-beer-after-ransomware-attack/
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“The Belgian village of 
Breendonk — home to Duvel 

Moortgat Brewery, which was 
hit by a cyberattack last week 

— is now facing a second 
incident affecting local coffee 

roasters Koffie Beyers.”

https://therecord.media/koffie-beyers-cyberattack-coffee-roaster-duvel-belgium

https://therecord.media/stormous-claims-duvel-beer-attack
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Crossovers

The five families & a little bit of 
ransom



A Storm hits Belgium

Stormous

• Active since 2015
• Political & financially motivated

• Part of The Five Families collective
• ThreatSec
• GhostSec
• Stormous
• SiegedSec
• BlackForums

• RaaS in collaboration with GhostSec
• Crossovers between RaaS & Hacktivism



Blurry lines
• Ukraine Cyber Alliance took down Russian 

RaaS Trigona
• RansomVC looking to buy access in Iran or 

Palestine 
• Anonymous Sudan has demanded ransom from 

DDoS victims in May 2023
• GhostSec entering the RaaS ecosystem with 

their GhostLocker RaaS used by Stormous who
attack the Belgian beer brewery Duvel and a 
coffee brewery in the same week

• Malek Team destroying data

Hacktivism crossover to ransomware & vice versa



What am I seeing as a researcher?

Impact? 

C - Confidentiality
I - Integrity
A - Availability

https://www.memedroid.com/memes/tag/shocked



Re-victimization
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Current threat landscape 

Global & local



Ransomware
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2. THROUGH1. IN 3. OUT

1. 2. 3.

Criminal evolution
Towards a striving & resilient ecosystem

Operators 

RaaS

Affiliates





Threats and actors observed 
Distinct threats and distinct actors over time

n=11,244
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Distinct victims per country past 12 months vs. prior 12 months comparison
Regional anlysis
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Hacktivism

https://www.alexandrasamuel.com/dissertation/
pdfs/Samuel-Hacktivism-entire.pdf

Hacktivism

online
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“Ukraine’s cyber response plan was carefully 
crafted by its Minister of Digital Transformation –
Mykhailo Albertovych Fedorov – who 
coordinated one of the most successful, 
multifaceted information operations campaigns 
ever witnessed in history.”

- Darkowl whitepaper (2023)

Hacktivism | Ukraine war

Source: Time magazine (2022) 

https://www.darkowl.com/blog-content/one-year-later-a-look-back-at-the-ukraine-conflict-and-its-impact-on-the-global-criminal-digital-ecosystem/
https://twitter.com/FedorovMykhailo/status/1497642156076511233
https://time.com/6157308/its-our-home-turf-the-man-on-ukraines-digital-frontline/


Hacktivism | Ongoing geopolitical conflicts



“The impact has less to do with the disruptive effect of the attack or the value of the 
data or systems that may be affected (e.g. stolen, leaked or destroyed), but with the 

impact that the attacks have on societal perception, discourse and policy.” 



NoName057(16) – May 2024

How politically consistent are hacktivist groups? 

• Attacks against
• ”the West” 
• Russia’s unfriendly country list
• NATO countries
• Your industry belonging and how much

attention it can get



What do we do?



Meet me & my collegues 
for a beer or coffee 



Orang Cyberdefense Live
Register as an early bird to seize 
your chance to win one of 5 
Shokz headphones.

Register as an ealry bird

https://orangecyberdefense.com/be/events/orange-cyberdefense-live-2024?utm_source=powerpoint&utm_medium=pdf&utm_campaign=ocdlive2024
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