
1. Engage in hands-on activities to help you gain 
an understanding of common risk & threats 
scenarios related to Microsoft 365 Copilot.  

2. Walk away with actionable next steps for a se-
cure Microsoft 365 Copilot journey grounded 
in industry accepted benchmarks. 

3. Get a documented status of organizational 
readiness for 365 Copilot. 

Why you should attend

Microsoft 365 Copilot brings the power of next-generation AI to work, 
designed to optimize. Microsoft 365 Copilot — your copilot for work. It 
combines the power of large language models (LLMs) with your data in 
the Microsoft Graph and the Microsoft 365 apps to turn your words into 
the most powerful productivity tool on the planet. The business drives for 
365 Copilot is high, but can you use in a safe way ?  
 
The importance of 365 Copilot readiness
Data security is crucial when running Microsoft 365 Copilot for several 
reasons:

• Confidentiality: Protect sensitive information from unauthorized 
access.

• Integrity: Ensures data accuracy and prevents tampering.

• Availability: Guarantees data accessibility when needed.

• Compliance: Adheres to legal and regulatory requirements.

• Data breach: Maintaining robust data security safeguards against 
breaches, data loss, and legal repercussions.

Orange Cyberdefense understands the challenges that companies face 
when deploying AI technology, particularly given today’s rapidly evolving 
legal and regulatory landscape. With the launch of Microsoft Copilot, 
organizations face a many issues that must be resolved to ensure an 
optimal, secure and legally compliant deployment. 

The Microsoft 365 Copilot Security Readiness Check for 365 Copilot is 
designed to provide you with the insights, recommendations and deploy-
ment strategy needed to navigate this transition seamlessly related to 
security and data security. 

Microsoft 365 Copilot 
Security Readiness Check 
Understand your readiness for 365 Copilot

Engagement Highlights

Understand your readi-
ness for 365 Copilot and 
identify risks. 

Identify a baseline of 
your organization’s  
cybersecurity policies.

Understand your data 
security estate and 
potential gaps.

Develop joint plans 
and next steps.



• Review, together with appropriate stakeholders, the company’s vision and strategy for Microsoft 365 Copilot, including 
internal deployment roadmap and use cases

• Based on the relevant Microsoft 365 Copilot use cases, we make an analysis. The analysis takes; PII, department, 
business unit, regional, and any other criteria under consideration for Microsoft 365 Copilot deployment

• High level overview of current data security maturity to verify if there are any legal blockers. Analysis that ensures 
deployment is optimal, meets legal and compliance requirements, and positioned to manage on-going risks as the 
technology changes and Copilot use and adoption grow

• Provide  a report with recommendations how to secure Copilot 365, ensuring retention, preservation, data collection, 
data protection, risk mitigation

• Add-on modules*: Review current deployment of Exchange Online, Share Point Online, OneDrive for Business, & 
Teams.

• Add-on modules *: Review current deployment of Microsoft Purview, SharePoint Advanced Management across 
workloads. 

* Priced separately (upon request)

During this assessment, we’ll partner with you to strengthen your  organization’s approach to 365 Copilot. 
We’ll help you better  understand how to prioritize, identify and control potential risks, with: 

What’s in it for you?

Why Orange Cyberdefense?
Orange Cyberdefense is the expert cyber security business unit of the Orange Group, providing managed security,     
managed threat detection and response services to organizations around the globe. 
As the leading security services provider, we strive to build a safer digital society. Our global footprint with a European 
anchorage enables us to meet local requirements and international standards, ensure data protection and privacy for our 
clients as well as for our employees. We embed security into Orange Business solutions. 

Who should attend

Find out more about our MS workshops on:
orangecyberdefense.com/global/ms-workshops/

365 Copilot Cyber  
& Data Assessment

What to expect from the assessment

The engagement is intended for security decision-makers such as: 

• 365 Copilot Business owner 

• Chief Information Security Officer (CISO)

• Chief Information Officer (CIO) 

• Chief Security Officer (CSO) 

• Chief Risk Officer (CRO)

• IT Security Architects 

• IT Security Administrators 

• IT Security Operations (Sec Ops) 

Scope and defi-
nition meeting  
1 hour

Understand 365 Co-
pilot & identify risks. 
1-day Workshop

Result  
Presentation  
1-2 hours

Engagement 
timeline  
2 weeks

Build a safer digital society www.orangecyberdefense.com


