
Comment répondre avec efficience
aux défis actuels de la protection 
email ?
IA générative, QR codes…
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Cyber Crime Impacts Everyone

Enterprise SMB Individuals

At work At home
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The Reality of Cyber Crime

2023: Comcast Faces Lawsuits over 
Breach of 36M Accounts

Affects companies’ profitability and stability
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Current Threat Landscape

Cyber Crime Email Fraud Data Loss

90% of security incidents involved human element
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You might think they gain 

access by hacking a network

When you think of 
Cyber Criminals…
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But Cyber Crime often looks like this…

They gain access by 
targeting people
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1) Amazon

2) Google

3) Microsoft

4) DocuSign

Which of the following was the most abused 
brand in 2023?
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Microsoft Remains Most-Abused Brand

68M messages were 

associated with Microsoft 

products and brand; 

over 20M email 

threats involved Office 365
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Phishing 101
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It’s All Social 
Engineering

How Attackers Exploit People
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Three Parts of Social Engineering

Emotion TimingTrust

Used in                     of all cyber attacks 98%
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Common Tactics of Social Engineering

Someone 
You Trust

Plays on 
Positive or 
Negative

Urgent 
Response

Too Good to 
Be True

Authority or 
Expertise

Emotion TimingTrust

Offer 
Expires
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Take Actions for Attackers

Run attackers’ code Give up your 
credentials

Transfer funds or data
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What is Phishing?

Emails that fish for 
information and access

Messages that lure you 
in to take the bait

Once you’re 
hooked…it’s not good

Worms > Lures Hooked > BreachedFishing > Phishing
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Three Primary Phishing Threats

Malicious links Malicious 
attachments

Requests for 
sensitive data
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Mismatch email

Brand looks off

Phishing at Home: Malicious Links
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mismatch email

unbranded icon

mismatch name

Phishing at Home: Malicious Links
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Phishing at Home: Malicious Attachment 

Incorrect grammar

Push to open PDF
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Phishing at Home: Malicious Attachment 

Mismatch email

Push to open PDF
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Phishing at Home: Request for Data

Mismatch email

Incorrect website
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Three Kinds of Non-Email Phishing

Smishing 
(SMS Phishing)

Vishing 
(Voice Phishing)

Social Media 
Phishing
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Smishing: Malicious Links
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Smishing: Conversation Scams
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Social Media Phishing- Examples



© 2024 Proofpoint Inc. 27

Social Media Phishing- Examples

Mismatch 
email
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Novel Phishing Techniques
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QR Code MFA Bypass TOADBEC

Novel Phishing Techniques
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Your Company

Your 

Suppliers

Your 

Customers

Attackers can hijack 

your trusted 
communications

Organizations rely on email to do business, 

and yet…

Trusted Business Communication is Critical
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Lookalike Domains

Domain Spoofing

Compromised 
Supplier Accounts

IMPERSONATION

Either You or 

your Business Partners 
can be impersonated

Display Name 

Spoofing

Your 

Suppliers

Your 

Customers

Tactics to Hijack Business Communications
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Language no longer a barrier (Thanks GenAI)
2024

Good Grammar

54% 
CISOs think 
GenAI is a 

security risk 
in 2024

2022

Broken Language
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BEC Attacks Benefit from AI

35% YoY ↑ 31% YoY ↑ 29% YoY ↑

66M+ targeted BEC 

attacks were blocked every 

month on average. BEC actors 
have overcome the challenges 

of language and cultural barrier, 

thanks to AI. 
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Impersonation tactics to 
pay fake invoices 

After initial fake invoice is sent to employee, 

bad actors created a sense of urgency to pay 

by sending spoofed email from supervisor 

requested that payment be made.

InfoSecurity Magazine, May 2023

Its Suppliers

Its Customers

Company
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United Healthcare Reports 
Data Breach after vendor 
email compromised 

JD Supra Legal News, December  2023

Its Suppliers

Its Customers

Company

Compromised supplier account communicates with 

United Healthcare employee regarding sensitive 
patient information
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International Law Firm Wins 
Legal Action After Lookalike 
Domains Fool Customers. 

Lookalike domains spoof actual Debevoise lawyers and 
request “sensitive information or funds” from current 
customers in M&A.

Law.com, August 2023

Its Suppliers

Its Customers

Company
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Defending against BEC
with Proofpoint Supernova
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QR Code Parking Scam

In November 2023, a 71-

year-old woman was 

scammed out of over 

$16,000 when scammers 

placed a fake QR code 

over a legitimate one on a 

car parking sign.
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QR Code Phishing Scam

September 2023

A phishing campaign attacked 

WashU students in an effort to gain 

login credentials. When the QR 

code in the phishing email was 

scanned, it redirected the victim to 

a fake university login page. 



© 2024 Proofpoint Inc. 41

MFA Bypass Scam
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TOAD email 
received by victim

Victim Calls 
Support Number

Threat Actor Answers 
& Directs Victim 

TOAD Attack: Email → Phone → Attack

1 2 3
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TOAD Example: Justin Bieber
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TOAD Example: PayPal Lure



Protecting People, 
Defending Data



Protect People Defend Data

Stop human-
targeted attacks

Prevent 
Impersonation

Mitigate 
Supplier Risk

Prevent 
Misdelivery

Mitigate 
Data Loss

Contain 
Insider Threats

Mitigate 

Human Risk

Nexus AI – Behavioral Analytics – Threat Intelligence

Proofpoint 
Helping over half a million customers pivot to human-centric security, 

including 87 of the Fortune 100.
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Proofpoint People Protection
Redefining Email Security: End-to-end, Complete and Continuous

Pre

Delivery

Post

Delivery

Threat Intelligence

Nexus AI

Nexus Behavioral AI

Click 

Time

Attachment 

Sandbox

URL 

Sandbox

LLM 

Detection 
(Semantic AI)

ML

Models

Threat 
Intel +
Static 

Analysis

Response 

Automation 

Adaptive 

Email 

Security

ATO 

Detection + 

Response

URL 

Rewriting 

and 

Isolation

Human Risk Management

Security 

Awareness

DMARC 
+ Auth
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Microsoft struggles to detect phishing threats detected by Proofpoint
Active Threat Assessments behind Microsoft 2023
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What’s In Attackers’ Playbook?

• Olympics

• Back-to-School

• COVID

• Natural disaster

• War

• Concert

• Election

• Holiday Shopping

• End of Year
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Protect Yourself and your Company

Remember that you, your computer, your data and 
your services are valuable to attackers

When in doubt – ask the security team

Be careful what you click

Don’t be shy to report your suspicions

Get suspicious if an email tries to elicit an 
emotional response
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