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Knowledge is power

AW 1.01 | Cybersecurity Awareness for Users

Complex security measures can often be foiled by
attacking the users of your information system. This
training, based on demonstrations and concrete
examples, aims to provide end users with the correct
tools and knowledge to respond to common threats
such as social engineering, malicious software or the
interception of communications.

Overview

Who should attend

Skills you’ll learn

2 hours

French or English

Level 1

N/A

End-users
CISO

Course Modules

Introduction
Rationale
Hacker types
Employee role in security

Passwords
Attack types & examples
Password manager
Multi-factor authentication

Social engineering
Concept
Attack vectors
Emails
Phishing
Others

Malicious software
Anti-virus
Infection vectors
Mobile malware

Remote working
Concepts
Attack vectors
Mobile devices
Collaboration tools

Conclusion & Takeaways

For more information check
www.orangecyberdefense.com/ch
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