
Training Catalogue 2025
Knowledge is power

HA 2.01 | Attacking Windows environments with Metasploit
Frameworks

This training presents the characteristics of the
Windows security model as well as the most common
attacks against corporate environments.
Demonstrations and hands-on exercises allow
participants to better understand how these attacks
work and how to protect these systems effectively.

Overview

Who should attend

Skills you’ll learn

Ethical hackers, incident responders
IT system & network admins

Course Modules

N/A

1 day

French or English

Level 2

Offensive frameworks & tools
Network discovery
Vulnerability Exploitation
Implant Deployment
Windows Authentication Workflow
Password theft & Lateral movements

For more information check
www.orangecyberdefense.com/ch
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