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EU regulatory direktiv
NIS2-direktivet er en revidering af det 
nuværende NIS-direktiv

Direktivet er vedtaget i Europa-Parlamentet
10. november 2022 og afventer nu endelig
vedtagelse i Rådet. NIS2-direktivet skal
være implementeret i dansk lovgivning
senest 21 måneder efter direktivet træder i
kraft; forventet efterår 2024.

Formålet
Formålet med NIS2-direktivet er at yderligere
styrke og ensarte cybersikkerheden og
modstandsdygtigheden overfor cybertrusler på
tværs af EU for virksomheder inden for en lang 
række sektorer og for offentlige institutioner, som
anses for at være kritiske for økonomien og
samfundet.

Hvad med den nationale sikkerhed og prioritering?

Hvorfor nu?
IT/OT convergence, More threats impacting 
OT & ICS, Incidents unreported, Ransomware, 
Geopolitics & warware, Long life span 
30/40/50 years implementations, EU leading 
the market. 

Ramsomware & RaaS is crowing exponentially. 

Geo-political uncertainty 

Hvad mangler vi for at 
komme i gang?

Hvem er omfattet Sanktioner

NIS2-direktiv overblik

Den nationale fortolkning er essentiel!

Vi skal I gang NU, der er fare for at vi kan få
et nyt GDPR scenarie hvor virksomheder og
organisationer for sent kommer i gang med 
at følge de nye retningslinjer

• Essensielle enheder
• Energi (elektricitet, fjernvarme, olie, gas og brint)

• Transport (luft, jernbane, vand og vej)

• Bankvirksomhed (kreditinstitutter)

• Finansielle markedsinfrastrukturer (markedspladser)

• Sundhedssektoren (sundhedstjenesteydere og producenter af lægemidler

• Vigtige enheder
• Post- og kurertjenester

• Affaldshåndtering

• Fremstilling, produktion og distribution af kemikalier

Enheden kan pålægges bøder på op til det 
højeste af 10 mio. EUR eller 2 % af
virksomhedens samlede globale
årsomsætning.
Ledelse ansvar og den nationale myndigheds
beføjelse til at hjemsende og/eller stille
ledelsen til ansvar for manglede kontrol både
før og efter en hændelse



3© Fortinet Inc. All Rights Reserved.

Orange Restricted

• Politikker for risikoanalyse og informationssikkerhed
• Håndtering af hændelser
• Driftskontinuitet og krisestyring (back-up mv.)
• Forsyningskædesikkerhed, herunder

leverandørstyring/ sikkerhed
• Sikkerhed i forbindelse med erhvervelse, udvikling og

vedligeholdelse af net- og informationssystemer
• Politikker og procedurer til vurdering af effektiviteten

af foranstaltninger til styring af cybersikkerhedsrisici
• Retningslinjer for basal "computer hygiejne" og

træning i cybersikkerhed
• Politikker for brug af kryptografi og kryptering
• Medarbejdersikkerhed, adgangskontrol og asset 

management
• Sikring af interne kommunikationssystemer.

Krav til sikkerhedskontroller og policies
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FortiGuard Labs
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Attacks are increasing in frequency and impact

OT Infrastructure Attacks

2010

Stuxnet disrupts 
Iranian nuclear 
program

2014

Michigan traffic 
light hacked

Hospital drug 
infusion pumps 
hacked

2013

New York dam 
floodgates 
compromised

2015

German steel 
mill furnace 
destroyed

Car transmission 
and brakes 
controlled

Power generation 
malware

2017

Maersk Shipping 
global shutdown 
by ransomeware 
($250M)

Merck & Co. 
global production 
shutdown by 
ransomware ($1B)

2019

ASCO Parts 
shutdown by 
ransomware

Global aluminum 
producer 
shutdown by 
ransomware

2020

SolarWinds 
Orion

Ekans 
ransomware 
attack on Honda, 
Fresenius

Cybersecurity 
incident at large 
brewing company 
Molson Coors

JBS USA 
meat 
producer

Attempted 
poisoning of  
Oldsmar 
Tampa H20 
Supply

Colonial
Pipeline

20212016

MIRAI Botnet 
145,000 IoT 
devices

Ukraine 
power grid 
knocked 
offline

2018

Trisis/Triton: 
Malware 
designed to 
compromise 
safety

Ukraine 
power grid 
knocked 
offline

Power 
generation 
malware

Kojima 
Industries a 
Toyota parts 
supplier 
attack 
impacts 28 
production 
lines

2022

ACGO ag 
equipment 
and parts 
ransomware

OT targeted attacks
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2022 Nordic Threat Landscape
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2022 H2 – Facts from the field – Initial Access

https://www.fortinet.com/blog/threat-research/fortiguard-labs-threat-report-key-findings-2h-2022

https://www.fortinet.com/blog/threat-research/fortiguard-labs-threat-report-key-findings-2h-2022
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2022 H2 – Facts from the field – Code reuse

https://www.fortinet.com/blog/threat-research/fortiguard-labs-threat-report-key-findings-2h-2022

https://www.fortinet.com/blog/threat-research/fortiguard-labs-threat-report-key-findings-2h-2022
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2022 H2 – Facts from the field – Contributing fails

https://www.fortinet.com/blog/threat-research/fortiguard-labs-threat-report-key-findings-2h-2022

https://www.fortinet.com/blog/threat-research/fortiguard-labs-threat-report-key-findings-2h-2022
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2022 – Wiper Malware
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• Most attacks hitting 
operational operations are 
IT threats Colonial Pipeline

• Converged Networking & 
data usage complicates air 
gapped strategies 

• What has historically been 
the biggest threat to OT 
environments? People, 
squirrels and birds – This 
has changed and is the new 
reality. 

IT vs OT Threats – why the convertion & risk?
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The way of the lazy threat actor:
Good at
• Code to Code conversion
• Campaign Creation – Phishing attacks
• New tools (Polymorphic malware)
• Intelligence Gathering

Bad at (For now)
• Dynamic code analysis
• Abstract Threat Hunting 
• Resetting AI model flow

Remember AI neural network platforms (For 
now) are simulating being Human, it is not 
human or can think with the same 
abstractation level

Weaponization of AI
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To break the attack sequence and protect the organization, we need to detect and 
rapidly adjust the security posture to effectively protect against newly discovered 
attack’s tactics across ever expanding attack surface. 

Speed: The key to breaking the kill chain

Weaponization Exploitation Command 
& Control

Delivery Installation
Action on 
ObjectivesReconnaissance

Supply Chain 
Mapping
SolarWinds

Digitally-signed 
software
SolarWinds

BEC Insertion
Emotet

Zerologin Exploit
Ryuk

Target OT
Ekans

IoT C2 
Network
Trickbot

Increasingly 
Malicious

Ransomware 
Extortion

Targeted Business 
Interruption

Political/Hacktivism

INCREASING SPEED, COMPLEXITY & RISK

PRE-ATT&CK ATT&CK
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To break the attack sequence and protect the organization, we need to detect and rapidly adjust the 
security posture to effectively protect against newly discovered attack’s tactics across ever expanding 
attack surface. 

Speed: The key to breaking the kill chain

Weaponization Exploitation Command 
& Control

Delivery Installation
Action on 
ObjectivesReconnaissance

DOS Policies
Web filter
DNS filter

IPS
IP reputation

Digitally-signed 
software
SolarWinds

DOS Policies
Web filter
DNS filter
Sandbox

APP control
EDR/XDR

IP reputation

IPS 
Micro/macro 

Segmentation
Application Control

Monitoring & 
logging

INCREASING SPEED, COMPLEXITY & RISK

PRE-ATT&CK ATT&CK

IPS / Virtual 
Patching
Sandbox
EDR/XDR

Anti-botnet
DNS filter

EDR/XDR
Application 

control
Webfilter
DNS filter

Anti-botnet

EDR/XDR
Application 

Control
Webfilter
DNS filter

Anti-botnet

IP reputation
WAF

GEO IP
DOS policy

Access limits / 
HTTP

IP reputation
WAF
IPS

EDR/XDR WAF
Access limits
Bot detection

WAF
Access limits

Sandbox

WAF
Access limits
IP reputation

GEO IP

WAF internal 
usage

Access limits
Authentication

Sandbox
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Appliance

Virtual

Hosted

Cloud

Agent

Container

Fortinet 
Security 
Fabric
Broad
Visibility and protection of the entire 
digital attack surface to better 
manage risk

Integrated
Solution that reduces management 
complexity and shares threat 
intelligence

Automated 
Self-healing networks with AI-driven 
security for fast and efficient 
operations

Zero Trust 
Access

Cloud 
Security

Open 
EcosystemSecure 

Networking

FortiGuard
Threat 

Intelligence

Network 
Operations

Security 
Operations
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Large Branch 

OT Facility/Assets

Small Branch 

Multi-Cloud SaaS

Data-Center

IoT

Network Access

WAN Edge

Network Access
WAN EdgeLTEMPLS

Internet 1

LT
E

M
PL

S

In
te

rn
et

 1

MPLS
Internet 1

Internet 2

WAN Edge

Network Access

IoT

Secure SD-Branch Deployment

NOC/SOC

FortiManager
& 

FortiAnalyzer

VPN

Express

Internet 1
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IEC 62443 and Micro-Segmentation - availability
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ICS Network FW

Enterprise Zone
Level 5: Enterprise
Level 4: Site Business Planning and Logistics

Manufacturing Zone

Level 3.5: OT Authentication Boundary (OT DMZ)
Level 3: Site Manufacturing Operations and Control
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Level 2: Area Supervisory Control
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FortiDeceptor
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Detection 
Engine

FortiAnalyzer

2Threat Intel

FortiGate

1

2
3

4

5

Lan Stations trying to 
access malicious site

Traffic detected 
(or blocked)
by FGT UTMLogs sent to FAZ

FAZ IoC engine 
computing logs

IoC detected by FAZ
Event sent to FGT

F
a
b
r
i
c

Fabric Use Case – Security Access
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Continious Monitoring & Mitigating Misconfiguration
Security Rating Services help CISO monitor NIST & CIS controls, (NIS2)
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Fabric 
Connectors

Fabric 
APIs

Fabric 
DevOps

Extended 
Ecosystem

Fortinet-developed deep 
integration automating security 
operations and policies

Partner-developed integration 
using Fabric APIs providing broad 
visibility with end-to-end solutions 

Community-driven DevOps 
scripts automating network 
and security provisioning, 
configuration, and orchestration

Integrations with threat 
sharing initiatives and other 
vendor technologies Endpoint

SecurityWirelessSwitchingFirewalls

Figures as of March 31, 2021
Note: Logos are a representative subset of the Security Fabric Ecosystem

Open Ecosystem 
500+ Best-in-class integrated solutions for comprehensive protection
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Appliance

Virtual

Hosted

Cloud

Agent

Container

Fortinet 
Security 
Fabric
Broad
Visibility and protection of the entire 
digital attack surface to better 
manage risk

Integrated
Solution that reduces management 
complexity and shares threat 
intelligence

Automated 
Self-healing networks with AI-driven 
security for fast and efficient 
operations

Zero Trust 
Access

Cloud 
Security

Open 
EcosystemSecure 

Networking

FortiGuard
Threat 
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Security 
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