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Swhoami

= CTO for Orange Cyberdefense Norway
= GIAC certified CTI analyst

= 12+ years police & military service
= NATO military operations

Afghanistan & Balkans
Combat engineer

= Norwegian NCIS investigator
National Cybercrime Centre
Investigating organized crime
and cyberattacks



Threat research and
intelligence are part

of our DNA.

4 250+

Our cybersecurity experts, researchers
and analysts monitor the latest threats
and vulnerabilities, allowing you to stay
ahead of threats and focus efforts
where it matters.

20% 50

experts dedicated to  of pentesters’ time days in advance

R&D and threat
research.

80+

published papers
and presentations at intelligence entries us by MITRE.
cyber conferences not known to any

last year.

is dedicated to our intel entries can
research. be seen versus
other sources.

2.500

unique threat CVEs assigned to

other source.
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A word on terminology
Cyber extortion (Cy-X)

Ransomwareggll CyDem rtion

Software family: many variants e ng act
Tools: who’s responsible? framework: Victim, offender, rights
Technical fv: “how” Hu ‘who”, “why”
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BLUF: The nature of the problem
Cyber extortion as Routine Activity Theory

Cybercrime as a service

= [EVBIUfIGR} 7-8 years from “shotgun” to “big game hunting”
= Politization: Victimology, recruitment

Target-rich environment

o Ransom payments record high

= Inertia: Speed of digitization

= Visibility: Attack surface management

= Access: Internet is the new LAN,
identity is the new perimeter

=~ a - [ESWEHTOrCEMERBACEBH takes time
= Security standards not enforced
= Private cybersecurity is costly (SMBs)


https://doi.org/10.2307/2094589

Criminal evolution
From* shotgun’to ‘big game hunting”
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Target-rich environment
Ransom payment statistics
go.chainalysis.com/crypto-crime-2024.html

Top 50 ransomware strains by median payment size and payment frequency
Note: Bubble size denotes total 2023 ransom inflows
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Target-rich environment
Distinct victims per country 2022 vs. 2023 comparison

Regional shift in the past 24 month
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Deterrence
Why is disruption of Cy-X ecosystem so difficult?

Law Enforcement Activities Threat actor lifespan
mCy-X

30

m Hacking

()
= Fraud \ 54%
m Crypto
m Malware
mDark web

marketplace or sites
m Infrastructure,

Hosting Services
m Phishing
m Other 21%

Data theft
= Mobile 10% 9o,
BEC
4°
Espionage 1% % 1% 1%

Money Laundering ' T T T T T T . )
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Deterrence
Why is disruption of Cy-X ecosystem so difficult?
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Cyber Extortion Development
Global victims and offenders over time

n=11,244 n=123
mmm Count of victim == Distinct Count of actor
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Cyber Extortion Development
Impact to the Nordic countries
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Cyber Extortion Development
Global year by year comparison
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= Recent Nordic
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Cyber Extortion Ecosystem
Our CERT “Ransomware map”

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024
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"Hacktivism
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https://www.alexandrasamuel:eom/dissertation/
pdfs/Samuel-Hacktivism-entire.pdf



Hacktivism | A state-sponsored activity

R LG “Ukraine’s cyber response plan was carefully

Ukraine's Digital Frontline

crafted by its Minister of Digital Transformation —
| Mykhailo Albertovych Fedorov — who

il coordinated one of the most successful,
multifaceted information operations campaigns
ever witnhessed in history.”

Mykhailo Fedorov @
FedorovMykhailo

We are creating an IT army. We need digital talents. All operational tasks
will be given here: . There will be tasks for everyone.
We continue to fight on the cyber front. The first task is on the channel
for cyber specialists.

Telegram: Contact @itarmyofurraine

9,076 Reposts 1,305 Quotes  20.9K Likes 852 Bookmarks

@) V) m 852


https://www.darkowl.com/blog-content/one-year-later-a-look-back-at-the-ukraine-conflict-and-its-impact-on-the-global-criminal-digital-ecosystem/
https://time.com/6157308/its-our-home-turf-the-man-on-ukraines-digital-frontline/

Hacktivism | Pro-Russian Hacktivism in DK

nske myndigheder tror, at

| oppe vores cyberangreb, sa
tager de fejl. Sa leenge de stotter
Zelenskyjs kriminelle regime, vil vi
fortseette med at teste deres
internetinfrastruktur til det yderste.

NoName057(16)
Pro-russisk hackergruppe

NoName057(16) har taget ansvaret for en reekke af de DDoS-
angreb, der bl.a. ramte Forsvarsministeriets, Kabenhavns
lufthavns, Movias, DOT'’s, Trafikstyrelsens og en raekke
kommuners hjemmesider i slutningen af februar 2024.
Angrebene kommer i kelvandet pa regeringens udmelding
om, at Danmark garanterer gkonomisk stette til Ukraine de
naeste 10 ar.

February 23

Unread Messages

Denmark has guaranteed aid to Ukraine
for the next ten years.

Denmark and Ukraine have signed an
agreement on long-term support for
Kiev. Copenhagen promised that Ukraine
could receive F-16 fighter jets as early as
summer.

At the moment Denmark can't help
itself and "lift" its websites after our
cyberattack & :

February 24

403 - Forbidden: Access is denied.

You do not have permission to view this directory or page using the
credentials that you supplied.

We continue to cause material damage
in Denmark and this time the logistics
industry & has fallen under our spite:

Movia is Denmark's largest
transportation company
https://check-host.net/check-report
[15e66aedkad7

DOT service that provides customer
service, coordinated traffic information,
coordinated schedules and ticketing
https://check-host.net/check-report
/15e66c4ckb0f




Hacktivism | Ongoing geopolitical conflicts

o |_21 FEB2024 Russia Ukraine War CyberTracker #26 — 125 Total Groups
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Hacktivism | Ongoing geopolitical conflicts
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Hacktivism | Pro-Russian activity
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Hacktivism | Who attacks the Nordics and why
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Hacktivism | Who attacks the Nordics and why

Ukraine support tracke

Government support to Ukraine: Type of assistance, €

billion

-

Commitments Jan. 24, 2022 to Jan. 15, 2024. Data on 42 donors ; scroll to see more donors

M Military [ Humanitarian [l Financial

EU Institutions
United States
Germany
United Kingdom
Denmark
Norway

Japan
Netherlands
Canada

Poland
Sweden
Switzerland

Source: Trebesch et al. (2023) "The Ukraine Support Tracker” Kiel WP

Select the type of aid v

77.2

ifw-kiel.de/ukrainetracker

1 Disclaimer

-

Kiel Institute

aa Set

For Media | EN/DE

Topics Experts Publications Institute

Ukraine Support Tracker Data

| = Download

Tots bisteral i 0 Ukrine seperatedin Type of 4, in b

Download

> Open Ukraine Support Tracker
> Related Working Paper

Authors

Arianna Antezza, Katelyn Bushnell, Andre Frank, Pascal Frank, Lukas Franz, Ivan Kharitonov,
Bharath Kumar, Ekaterina Rebinskaya, Christoph Trebesch, Stefan Schramm, Leon Weiser,
Christopher Schade

Publication Date

09/2023

This database lists and quantifies military, financial and humanitarian aid transferred by governments
to Ukraine since the end of diplomatic relations between Russia and Ukraine on January 24, 2022. It will

be updated regularly. We focus on i from Western g , namely by G7 and
European Union member countries. We quantify government-to-government commitments, and
provide preliminary (non-exhaustive) data on non-bilateral aid. To value in-kind support like military
equipment or weapons, we use market prices and consider upper bounds to avoid underestimating the
true extent of bilateral assistance.

We focus on bilateral donors. The largest group are the 27 EU member countries. Besides, we include
the (remaining) G7 countries plus Australia, New Zealand, Norway, South Korea, Switzerland, Turkey,
India, China, Taiwan, and Iceland. Moreover, we include assistance provided by the EUin the core
database under EU (Commission and Council), European Peace Facility, European Investment Bank.
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Under-attacked:

Suffered attacks, but low in
proportion to the aid provided

Proportionate
Levels of attack and levels of aid correlate

Over-attacked:

Never attacked once Suffered more attacks than logical

Under-attacked:

relative to the levels of aid

despite giving aid

provided



showing pro-Russian hacktivist activity 25/08/2023
impacting the Nordics between January and Denmark presents bill

‘ A timeline of recent geopolitical events,

August 2023 20/07/2023 21/08/2023 banning the bumings of
Iraq expelled the Swedish Security Services scriptures
Swedish ambas- raises terror threat level

sador in response

Physical world s =25

Iraqi police officers Stockholm

S 22/07/2023
trying to disperse a SeveralQuran 14/08/2023
e bumings took place NoName057(16) condemns
After 29th of June Swedish Embassy in Denmark. the burning of the Qur'an in
The repercussions of the Quran burnings AETET Sweden
have extended beyond Sweden, as sev-
eral countries, including Iraq, Kuwait, the
United Arab Emirates, and Morocco, have
summoned Swedish ambassadors in pro-
test
29/06/2023
Turkey’s president con-
demns Qur'an buming in
Sweden, signaling that
27/01/2023 this would pose another 28/06/2023
Rasmus Palludan,  obstacle to Sweden’s bid Salwan Momika, an Iraqi Neame057{16) T3
right-extremist, burns for membership refugee in Sweden burns
the Quranin pages of the Qur'an
Copenhagen
16/06/2023
Sweden releases
official press release
on the 12th regarding
22/01/2023 a support package for ) N
Turkey's president Ukraine \‘;: \
condemns the Qur'an N D

bumning and is not
willing to support Swe-
denin it's effort to join
NATO

+ Why did the Swedish police allow
people to burn the Qur'an in front of
amosque in Stockholm?

22/01/2023

Right-wing polttician
Edwin Wagensveld in
the Netherlands tore up
and bumed pages of
the Quran

& We had already warned you back
then: If you burn the Qur'an then we
burn your servers. A\

21/01/2023 '
Rasmus Palludan,

right-extremist,
burns the Qur'an in
Stockholm

g
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Cy-X pol Itization Commonwealth of Ind

“SWEDEN
GER. 5ot .
Al FINLAND ARCTIC OCEAN
CZECH RUSSIA A ESTONIA
R POLAND - 5 {,
agm N
2021 RaasS affiliate ad e G
BELARUS o
a0 : f
= UKRA[NE’(M ® GNizhni Novgorod
8 ® Moscow ™ JEkaterinburg
RUSSIA
Introducing the Affiliate Program gEoRaLY
\ -
Aral Vosi
e . w/ hardwired
KAZAKHSTAN O
geofencing...
The software is written without any dependencies Asﬁmnm“* & A i“u‘“" MONGOLIA Viadivostok
® 2 |
- ESXI/WIN/NAS = DUSHANBE KYRGYZSTAN \
) IRAN < X SOUTH JAPAN,

_J TAJIKSTAN ¢
/AFGHANISTAN S
Strong full encryption CHINA Y

0 200 400 mi

— : oasaaaamsmm 2023 Raa$ affiliate ad
Evidence of cooperation with otheg RaaS group (including, but not limited to, screenshots
The best and quickest way to join is ¥ pay a deposit(Returned to you after first getting pa

- Work in the CIS

Draining builds and panel/blog addresses

- Any communication only TOX

Rules

We are not allow to attack CIS as well as Cuba, North Korea, China and Romania.

Accounts that add false targets or have no activity for a certain period of time will be bann
R L S D Repeated attacks on paid targets are not allowed, encryption of non-profit hospitals is not

volume of targets After the target pays, you must fulfill all the terms and agreements promised in the negoti

We take into work interesting targets for us to work

When submitting an application, be prepared to answer a number of questions

I - We do not work with English speakers (except if there is a Russian speaking partner) I




Hacktivism crossover to Cy-X

Strategy similarities

- |RECHUitment! \Whether Cy-X affiliates on

Darkweb forums, or political followers on
Telegram

- |[SUEeessIate: The success of their operations

rely on how visible they are —to the victim and/or
to the general public

Becoming very messy
+ UKrainelCyberAllianee trageted down Russian
RaaS [Iigona

+ [R@ASGMYE looking to buy access in Iran or
Palestine

- [ARGAYMousSISudan has demanded ransom
from DDoS victims (i.e. SAS in May 2023)

+ [GROSISEE cntering the RaaS ecosystem with
their GOSIEGEKEr RaaS

Ukrainian Cyber Alliance

Trigona is Gone!

The servers of the Trigona ransomware gang has been exfiltrated and

wiped out

October 8

Channel created

Ghost ocicr

New generation of RaaS

GHOSTLOCKER ¥& =
New generation of RaaS

GHOSTLOCKER Y& = is revolutionary,
enterprise-grade locking software which
prioritizes safety and effectiveness

over everything. Our goal is to make
everything as easy for our affiliates as
possible, while making sure the success
rate is on it's highest level, we attempt to
achieve that through multiple means &

Telegram Channel: CLICK HERE

(WE POST REGULAR UPDATES AND
INFORMATION HERE)

Contact: @GhostSecSR (For purchase or
any questions relating to the product)

Welcome to the world you created for others

Hacked by
Ukrainian Cyber Alliance,

distupting russian criminal enterprises (both public and private)

since 2014




Conclusion

The overall Cy-X and Hacktivism threat landscape has undergone fiasSSiVeIgFoWth in recent years

Evolution is [pidl and gifficulitolpredict

We see QifSEHENNBIECHGEOROICANNINENGS, ith clear political implications in the public
messaging, victimology and recruiimen

We see a Ehtangliementiofcyberdiphysical events in the targeting countries & governments
Organised cyberime play much more of an active role in information campaigns & gognitivelattacks

« Spread Fear, Uncertainty & Doubt (FUD)
* Reputation as target

Offenders are getting better at growdsourcingicapabilities, SharfingfeSourees (such as infrastructure),
adopting féWitactiesirapidly when the old ones fail
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