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$whoami
§ CTO for Orange Cyberdefense Norway
§ GIAC certified CTI analyst
§ 12+ years police & military service
§ NATO military operations

Afghanistan & Balkans
Combat engineer

§ Norwegian NCIS investigator
National Cybercrime Centre
Investigating organized crime        
and cyberattacks



Threat research and 
intelligence are part 
of our DNA.

Our cybersecurity experts, researchers 
and analysts monitor the latest threats 
and vulnerabilities, allowing you to stay 
ahead of threats and focus efforts 
where it matters.

250+
experts dedicated to 
R&D and threat 
research.

2.500
unique threat 
intelligence entries 
not known to any 
other source.

50
days in advance 
our intel entries can 
be seen versus 
other sources.

20%
of pentesters’ time 
is dedicated to 
research.

80+
published papers 
and presentations at 
cyber conferences 
last year.

30
CVEs assigned to 
us by MITRE.
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Cy-X

Cyber extortion 
(ransomware)



Unrestricted
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Cyber extortion
Criminal act
Legal framework: Victim, offender, rights
Human focus: “who”, “why”

Ransomware
Software family: many variants
Tools: who’s responsible?
Technical focus: “how”

VS.

A word on terminology

“Hack & leak” attacks: 
extortion without 

ransomware?

Cyber extortion (Cy-X)



Target-rich environment
§ Value: Ransom payments record high
§ Inertia: Speed of digitization
§ Visibility: Attack surface management
§ Access: Internet is the new LAN, 

identity is the new perimeter

Cybercrime as a service
§ Evolution: 7-8 years from “shotgun” to “big game hunting”
§ Politization: Victimology, recruitment

Deterrence
§ Law enforcement action takes time
§ Security standards not enforced
§ Private cybersecurity is costly (SMBs)

BLUF: The nature of the problem
Cyber extortion as Routine Activity Theory1 

1. https://doi.org/10.2307/2094589

https://doi.org/10.2307/2094589
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Before: «Shotgun»

Now: «Big-game hunting»

2. THROUGH1. IN 3. OUT

1. 2. 3.
WWW

Criminal evolution
From “shotgun” to “big game hunting”

Operators 

RaaS

Affiliate



Target-rich environment 
Ransom payment statistics

go.chainalysis.com/crypto-crime-2024.html
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Distinct victims per country 2022 vs. 2023 comparison
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Deterrence
Why is disruption of Cy-X ecosystem so difficult?
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Deterrence
Why is disruption of Cy-X ecosystem so difficult?
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Cyber Extortion Development
Global victims and offenders over time

n=11,244 n=123  
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LockBit3
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§ Recent Nordic 
focus

§ Fastest growing
§ Leverage 0-days
§ Fin sector focus

Top 10 Cy-X groups

Cyber Extortion Development
Global year by year comparison



GitHub

Cyber Extortion Ecosystem
Our CERT “Ransomware map”



https://www.alexandrasamuel.com/dissertation/
pdfs/Samuel-Hacktivism-entire.pdf

Hacktivism

online
offline

political
apolitical

R
ul

es
 &

 
no

rm
s

tr
an

sg
re

ss
iv

e

violent

transgressive

3
Hacktivism



“Ukraine’s cyber response plan was carefully 
crafted by its Minister of Digital Transformation –
Mykhailo Albertovych Fedorov – who 
coordinated one of the most successful, 
multifaceted information operations campaigns 
ever witnessed in history.”

Source: Darkowl.com

Hacktivism | A state-sponsored activity

Source: Time magazine (2022) 

https://www.darkowl.com/blog-content/one-year-later-a-look-back-at-the-ukraine-conflict-and-its-impact-on-the-global-criminal-digital-ecosystem/
https://time.com/6157308/its-our-home-turf-the-man-on-ukraines-digital-frontline/


”Hvis danske myndigheder tror, at 
vi vil stoppe vores cyberangreb, så 
tager de fejl. Så længe de støtter 
Zelenskyjs kriminelle regime, vil vi 
fortsætte med at teste deres 
internetinfrastruktur til det yderste.

NoName057(16)
Pro-russisk hackergruppe

NoName057(16) har taget ansvaret for en række af de DDoS-
angreb, der bl.a. ramte Forsvarsministeriets, Københavns 
lufthavns, Movias, DOT’s, Trafikstyrelsens og en række 
kommuners hjemmesider i slutningen af februar 2024. 
Angrebene kommer i kølvandet på regeringens udmelding 
om, at Danmark garanterer økonomisk støtte til Ukraine de 
næste 10 år.

Hacktivism | Pro-Russian Hacktivism in DK



Hacktivism | Ongoing geopolitical conflicts
cyberknow

.substack.com
/p/cybertracker-update-26-russia-ukraine



Hacktivism | Ongoing geopolitical conflicts
cyberknow

.substack.com
/p/israel-palestine-cybertracker-2nov



Hacktivism | Pro-Russian activity

71

74

75

103

145

220

649

651

786

2432

0 500 1000 1500 2000 2500 3000

National Hackers Russia

NET - WORKER ALLIANCE

BLUENET RUSSIA

Russian Hackers Team

PHOENIX

KillNet

Anonymous Sudan

Anonymous Russia

CyberArmyRussia

NoName057(16)

1162

612

341 305 269 262 253
182 165 157 156 132 131 119 105 105 93 86 75 72

0

200

400

600

800

1000

1200

1400

Ukrai
ne

Polan
d

Sweden

Unite
d Stat

es

Cze
ch

 Republic

Lith
uania

Germ
any

Latvia
Ita

ly

Esto
nia

Unite
d Kingdom

Spain

Denmark

France
Isr

ael

Canad
a

Netherla
nds

Internati
onal

Bulgaria

Moldova



Hacktivism | Who attacks the Nordics and why
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Hacktivism | Who attacks the Nordics and why
Ukraine support tracker 
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Crossover

What do Cy-X and 
Hacktivism have in 
common?
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Cy-X politization

Source: linkedin.com/in/ilana-t-851889198/ Source: x.com/azalsecurity/status/1755300909087707334

2021 RaaS affiliate ad

2023 RaaS affiliate ad

Commonwealth of Independent States (CIS)

Ransomware 
w/ hardwired 
geofencing…



Strategy similarities
• Recruitment: Whether Cy-X affiliates on 

Darkweb forums, or political followers on 
Telegram

• Success rate: The success of their operations 
rely on how visible they are – to the victim and/or 
to the general public

Becoming very messy
• Ukraine Cyber Alliance trageted down Russian 

RaaS Trigona
• RansomVC looking to buy access in Iran or 

Palestine 
• Anonymous Sudan has demanded ransom 

from DDoS victims (i.e. SAS in May 2023)
• GhostSec entering the RaaS ecosystem with 

their GhostLocker RaaS

Hacktivism crossover to Cy-X



The overall Cy-X and Hacktivism threat landscape has undergone massive growth in recent years

Evolution is rapid and difficult to predict

We see direct & indirect geopolitical influence, with clear political implications in the public 
messaging, victimology and recruitment

We see a entanglement of cyber & physical events in the targeting countries & governments

Organised cyberime play much more of an active role in information campaigns & cognitive attacks
• Spread Fear, Uncertainty & Doubt (FUD)
• Reputation as target

Offenders are getting better at crowdsourcing capabilities, sharing resources (such as infrastructure), 
adopting new tactics rapidly when the old ones fail

WHY AREN’T WE?

Conclusion



orangecyberdefense.com

Thank you

http://www.orangecyberdefense.com/

