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Cyberdefense, 
operational resilience, 
and crisis preparedness

in a time of 
hybrid warfare

What’s on the agenda?

13:15-13:30: Presentation of the Program, Speakers, and Orange Cyberdefense. 
- Sanne Aagaard, Marketing Manager, Orange Cyberdefense Denmark
- Christian Juhl, Sales Director, Orange Cyberdefense Denmark

13:30-14:10: Threat Intelligence – Introduction to Today’s Threat Landscape. 
- Peter Larsson, CTO, Orange Cyberdefense Sweden

14:10-15:10: Vestas’ Journey From Attack to Enhanced Security. 
- Morten Duus, SVP, CISO, Vestas 

15:10-15:30: Coffee break and networking

15:30-16:10: Cyber Attack Readiness – Fail to Prepare, Prepare to Fail.
- Hampus Glantz, CSIRT Technical Leader, Orange Cyberdefense Sweden

16:10-16:50: Maintain Operational Resilience. 
- Bo Drejer, GRC Manager, Orange Cyberdefense Denmark 
- Mats Lindblad, GRC Manager, Orange Cyberdefense Sweden

16:50-17:50: The Hostage Negotiator: 
My life in a War Room. Go Behind the Scenes of a Hostage Negotiation.  
- Michael Andersen, Data Hostage Negotiator, Psychologist, and Leadership

Philosopher

17:50-18:00: The professional program ends

18:00-18:30: Before-dinner drink and networking

18:30-21:00: 3-course gourmet dinner

21:00-… The bar in the basement is open
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A part of
Orange 

HQ in Paris

• 137.000 employees

• 296 billion customers

• world wide

• Global revenue:

• €44 billion in 2023
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A part of
Orange 

Orange 

Cyberdefense

HQ at La Défense

in Paris
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We are Orange Cyberdefense 
Over 3,000
multi-skilled

cybersecurity
experts.

24/7/365
continuous 
monitoring of 

security systems 

worldwide.

+8,700
customers
worldwide,

best in class in 

all verticals.

Listed vendor in five reports

Managed Detection and Response, 

Incident Response and Digital 
Forensics, OT Security, Threat 

Intelligence & Managed Security 
Services

Leader in 

European 

Managed Security 

Services 

Providers.

Leader European 
Managed 

Security 

Services.

We are the leading 

security services 

provider, supporting 

your business globally.

€1.072

billion
turnover 

in 2023
+11% YtoY

500+
sources 

continuously feed 

into our threat 

intelligence 
datalake.
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Orange Cyberdefense’s Local Offices



Orange Cyberdefense Denmark 

55 Dedicated

and Highly 

Certified

Employees.

Offices in 

Brøndby 

& Aarhus.

We deliver:

• Solution Sales

• Managed Security Services
• Consulting & Trusted Advisery

• 24/7 Monitoring & Support

Threat

Intelligence

Research.

SOC

Cyber SOC 

CERT

Close Nordic & International 

Collaboration with Diverse 

Multi-skilled Cybersecurity

Expert Teams. 

Local 

Presence. 

Global 

Protection.

We build a safer digital society
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Hello
Management

Hugues Foulon

CEO

Orange Cyberdefense

Kaja Narum

EVP Nordic 

Orange Cyberdefense

Mårten Toll-Söderblom

Managing Director Denmark

Orange CyberdefenseNice to

meet

you!



Some of our partners
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Solution 

Sales

Consulting

&
GRC

Managed

Security 
Services

Our core business
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Global protection with local presence
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▪ Vulnerability 
Intelligence 

▪ Threat Advisory

▪ Advisory Consulting

▪ Cybersecurity Training

▪ Ethical Hacking 

▪ Penetration Testing

▪ Vulnerability Scanning

▪ Cloud Security

▪ Data-centric Security

▪ Endpoint Security

▪ Identity and Access 
Management

▪ Infrastructure Security

▪ Network Security

▪ OT/ICS Security

▪ Security Intelligence

▪ Cybercrime Monitoring

▪ Threat Detection 

▪ Endpoint 

▪ Log

▪ Network

▪ XDR

▪ Compromise Assessment

▪ Digital Forensics

▪ Emergency Response

▪ Incident Response

▪ Threat Response

▪ Isolation

▪ Takedown

ANTICIPATE
the latest cyber 

threats and 

prevent digital risk.

IDENTIFY
your risks and 

prepare your 

security strategy.

PROTECT
your organization 

with the right 

technology and 

expertise.

DETECT
cyber attack 

through analysis of 

alerts and behavior 

anomalies.

RESPOND
to cyber attacks 

with proper 

containment and 

remediation plans.



Orange Restricted

13

The measurable impact of 
Orange Cyberdefense

>80% <30 Min. >38%

INTERCEPTION 

BEFORE IMPACT

We intercept over 80% of 

incidents we detect and 

respond to before they 

have impact to your 

confidentiality, integrity 

and availability.

FASTER DETECTION

AND RESPONSE

We reduce your mean-time-

to-respond from 145 hours1 

(~6 days) to less than 

30 minutes for critical 

security incidents .

ENHANCED

DETECTION

We feed high confidence 

threat intelligence with 

over 38% unique3 
intelligence into your security 

platforms to block attacks 

before breaches can occur.

IMPROVED

ROI*

We support you 

consolidating your service 

and solution stack and 

reducing complexity leading 

to improved Return on 

Investment.

1) Cloud Threat Report, Palo Alto Networks Unit 42, 2023.
2) Orange Cyberdefense Security Navigator 2024



A critical analysis of ongoing operations

Peter Larsson – CTO, Orange Cyberdefense Sweden

Diana Selck-Paulsson – Lead Security Researcher, Orange Cyberdefense Group

Decoding Today’s
Cyber Thread
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Agenda1
▪ Several forms of cybercrime 

▪ What’s & Who’s

▪ Research Findings

▪ Defenders
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▪ The threat of cyber crime against Denmark remains VERY HIGH. Cyber crime affects all levels of society.

▪ The threat of cyber espionage against Denmark is VERY HIGH. Organizations with access to information on 
matters of Danish foreign and security policy are often singled out as potential targets of cyber espionage. 
Danish critical infrastructure and the Danish Defence are also prime targets for foreign cyber espionage. 
[…]primarily comes from Russia and China. 

▪ The threat of cyber activism against Denmark is HIGH. The cyber activist attacks that have regularly struck 
Danish targets emphasize that cyber threats against Danish companies and public authorities have become 
the norm. […] primarily comes from pro-Russian cyber activists, with some of them being linked to the 
Russian state. 

▪ The threat of destructive cyber attacks is MEDIUM. (2023: LOW) Several foreign states have the 
capabilities to launch destructive cyber attacks against Denmark. The threat of destructive cyber attacks can 
increase with little or no warning if foreign states decide to strike Danish targets.

▪ The threat of cyber terrorism is NONE. […] there are no actors with the capability

▪ and intent to conduct cyber terrorism against Denmark.

Cyber Threat Against Denmark

Threat assessment by the Centre for Cyber Security
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Cyber Activism / 
Hacktivism2

https://www.alexandrasamuel.com/dissertation/

pdfs/Samuel-Hacktivism-entire.pdf

Hacktivism

online

offline
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Cyber Warfare 
& The Most 
Active Countries 
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Hacktivism | Ongoing geopolitical conflicts
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NoName057(16): victim rank vs. donations (Map)
Difference in terms of the relation of attacks by NoName057(16) to donations of the victim country for Ukraine

1. Under-attacked/involved 2. Over-attacked/involved 4. Proportionate/uninvolved3. Proportionate/involved 5. Under-attacked/heavily involved
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”
Cyber Activism/Hacktivism

Hvis danske myndigheder tror, 

at vi vil stoppe vores 
cyberangreb, så tager de fejl. 
Så længe de støtter Zelenskyjs

kriminelle regime, vil vi 
fortsætte med at teste deres 

internetinfrastruktur til det 
yderste.

NoName057(16)

Pro-russisk hackergruppe

NoName057(16) har taget ansvaret for en række af de DDoS-

angreb, der bl.a. ramte Forsvarsministeriets, Københavns 

lufthavns, Movias, DOT’s, Trafikstyrelsens og en række 

kommuners hjemmesider i slutningen af februar 2024. 

Angrebene kommer i kølvandet på regeringens udmelding 

om, at Danmark garanterer økonomisk støtte til Ukraine de 

næste 10 år.



“The impact has less to do with the disruptive effect of 
the attack or the value of the data or systems that may 
be affected (e.g. stolen, leaked or destroyed), but with 

the impact that the attacks have on societal perception, 
discourse and policy.” 
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Cyber Militia? 

Cyber 
Terrorism? 

Cyber 
Vigilantism? 

Hybrid Warfare? 

Information 
warfare? 

E-crime / 
cybercrime? 

Hacktivism? 

Faketivism? 



27

Orange Restricted

27



28

Orange Restricted

28

Cy-X / Ransomware3 



Cy-Xplorer 2024
When bits turn to blackmail: 
navigating the ecosystem of cyber 
extortion and ransomware
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Cy-X trends – past 24 months
Victims and actors count observed on double-extortion leak sites over time

77% Growth YoY
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Cy-X over time
Victims and actors count observed on double-extortion leak sites over time

77% Growth 

YoY
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Shift in victims by industry
Industry breakdown: comparison between the last and prior year

+160

%
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Old news item 
Maze – March 2020
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Healthcare

Subindustry % of victims

Ambulatory Health Care Services 37.37%

Hospitals 16.73%

Offices of Physicians 9.61%

Social Assistance 7.47%

Nursing and Residential Care Facilities 7.12%
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Shift in victims by region
Regional breakdown: comparison between the last and prior year

Key shaping factors:

▪ Economic size

▪ Language 
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Profile : Nordics 

Sweden
47%

Denmark
27%

Norway
19%

Finland
7%
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Denmark in context – Attacks per 100,000 businesses
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Denmark 2023 – 2024 (Sep)

BlackBasta

LockBit

Cactus

Akira

Ransomhub

Rhysida

Cloak

Cicada3301

ALPHVM / BlackCat

Cl0p
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Why are we still 
struggeling with
this?

4
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Blurry lines

• Ukraine Cyber Alliance took down Russian 
RaaS Trigona

• RansomVC looking to buy access in Iran or 
Palestine 

• Anonymous Sudan has demanded ransom 

from DDoS victims in May 2023

• GhostSec entering the RaaS ecosystem with 
their GhostLocker RaaS used by Stormous
who attack the Belgian beer brewery Duvel

and a coffee brewery in the same week

• Malek Team destroying data

Hacktivism crossover to ransomware & vice versa
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What’s it to us?
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Action 
by law enforcement5
▪ Takedown and disruption by law enforcement
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Focus of Law Enforcement
Types of cyber crime Law Enforcement activities targeted in recent years



46

Orange Restricted

46

Observed vs. Total reported victims
Dark figures: count of victims of example ransomware actors (observed vs. law enforcement)
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Cy-X over time
Victims and actors count observed on double-extortion leak sites over time

50-60% 

Darknumber
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Attractiveness as victim:

▪ Visibility. A large attack surface

▪ Vulnerability. Poor cybersecurity practices

▪ Inertia: ‘Data’ is easy to access and exfiltrate

▪ Value: The value of the data to the victim

▪ Access: The amount of time and space 

allowed to the attacker

Demotivate offenders:

▪ Coordinated law enforcement effort

▪ Reducing the flow of funds from victims

▪ Targeted efforts to reduce criminals’ 

neutralization techniques Get suitable guardians in 

place:

▪ Technical controls

▪ ‘Social‘ guardians – 

government, individuals, 

teams and groups
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Good news!

https://www.orangecyberdefense.com/global/white-papers/beating-ransomware
Downloadable on our website:

AWARENESS!

https://www.orangecyberdefense.com/global/white-papers/beating-ransomware
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Orange Cyberdefense’s recommendations:
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orangecyberdefense.com
orangecyberdefense.com

Thank you

http://www.orangecyberdefense.com/


Cyber Attack 
Rediness
Fail to prepare, Prepare to Fail.



About me…
▪ CSIRT Country Lead Nordics region at Orange 

Cyberdefense. 
▪ At Orange Cyberdefense CSIRT since 2019
▪ Worked on multiple major cybersecurity incidents, 

including ransomware, network-wide 
compromises and business fraud. 

▪ Loves Sailing and Motorbiking. 



By failing 
to prepare, 
you are 
preparing 
to fail.
Benjamin Franklin









▪ Real-world example.

▪ Client was an international Software Developer 
and retailer. 

▪ Data Exfiltration. 

▪ Started with an open server to the web... 

War story



Proper planning 
and preparation 
prevents Piss 
Poor Performance.
British Royal Marines



The Morning 
started like this…



Confidential-Customer
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Attack 
timeline



Confidential-Customer

MALWARE EXECUTION:

Threat Actor executes the infamous 

commercial hacking toolkit “Cobalt Strike” 

to the network.

May 1-2

May 8-9
RANSOMWARE DEPLOYMENT

May 5
CONTINUED RECONNAISSANCE:

Threat Actor deploys the attack tool 

Bloodhound

May 2-7

DISCOVERY:

Industry-recognised administration programs 

“Advanced Port Scanner” were downloaded 

and installed. 

LATERAL MOVEMENT

Movement inside the network 

to several critical servers, 

such as Domain Controllers.

April 13 13:38



CSIRT



Quis, quid, ubi, quibus auziliis, cur, 
quomodo, quando.

What 

happened?

For example:
▪ Files encrypted
▪ Suspicious login

▪ Phishing email 
interaction

▪ Strange file execution
▪ Unauthorized traffic in 

firewall log

▪ What containment 
actions have you done?

Who was 

involved?

For example:
▪ Which user 

accounts?

▪ Who would be able 
to give more 

(technical) context?

When did it 

happen?

For example:
▪ Date/time of first 

indication that 

something was 
wrong?

▪ When did you perform 
containment activity?

▪ How far back do your 

logs/data set go?

Where did it 

happen?

For example:
▪ Which systems were 

involved?

▪ Domain controllers?
▪ Servers or workstations?

▪ Which operating 
systems?

▪ Microsoft 365 

environment?
▪ Network/firewall traffic?

Why did you realize 

it happened?

For example:
▪ I received a detection 

from CSOC.

▪ I noticed it myself while 
doing ‘X’.

▪ I got a call from a user.
▪ I got a call from an 

MSP/3rd party.





CSIRT
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MALWARE EXECUTION:

Threat Actor executes the infamous 

commercial hacking toolkit “Cobalt Strike” 

to the network.

May 1-2

May 8-9
RANSOMWARE DEPLOYMENT

May 5
CONTINUED RECONNAISSANCE:

Threat Actor deploys the attack tool 

Bloodhound

May 2-7

DISCOVERY:

Industry-recognised administration programs 

“Advanced Port Scanner” were downloaded 

and installed. 

LATERAL MOVEMENT

Movement inside the network 

to several critical servers, 

such as Domain Controllers.

April 13 13:38
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June 2023…

2
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INITIAL ATTACK VECTOR

LATERAL MOVEMENT

RANSOMWARE 

DEPLOYMENT

DATA EXFILTRATION:

MALWARE EXECUTION

DISCOVERY & PERSISTENCE
CREDENTIAL ACCESS
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June 2023…
CREDENTIAL ACCESS :

Since at least July 2022, the 

credentials for a highly privileged 

user account had likely been 

compromised.

INITIAL ATTACK VECTOR:

RD Gateway open to internet – 

Successful authentication from 

Russian IP

2
0

2
4

March 27 18:13

FAILED INITIAL MALWARE 

EXECUTION:

Threat Actor failed to download 

and execute the infamous 

commercial hacking toolkit 

“Cobalt Strike” to the 

network.

CREDENTIAL ACCESS :

Threat Actor are successful 

in dumping the LSASS 

processes containing a 

significant volume of 

credential material

LATERAL MOVEMENT

Movement inside the network 

to several critical servers, 

such as Domain Controllers.

MALWARE EXECUTION:

Threat Actor installs " multi-stage” malware with the 

intent of creating persistence through AnyDesk, safely 

browsing the Dark Web through a custom TOR 

browser, and then deploying Crypto Miner software.

H
a
c
k
e
rs

 a
re

 i
n

!March 27 18:18

March 27 18:21

April 13 13:38

April 26 18:18
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MALWARE EXECUTION:

Threat Actor executes the infamous 

commercial hacking toolkit “Cobalt Strike” 

to the network.

May 1-2

May 1 23:59
CONTINUED DISCOVERY:

Data and Access Discovery through 

typed paths in Microsoft Windows 

Explorer. Results output to a text file. 

May 2-7
DISCOVERY & PERSISTENCE :

Industry-recognised data discovery, collection 

“Velociraptor”, and administration programs 

“ScreenConnect” and “Advanced Port 

Scanner” were downloaded and installed. 

May 5
CONTINUED RECONNAISSANCE:

Threat Actor deploys the attack tool 

Bloodhound

May 5
DATA EXFILTRATION:

The attackers deployed the commercial 

file copying tool Rclone,  exfiltrating 

data of approximately 1.2TB…



Hackers are in
and they have 
your data!
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War story - PAUSE
Situation:
Attackers have Access to the Network.

Immediate Business Risk:
Loss of data confidentiality for files, 
infrastructure, and User accounts.

Who is involved:
Incident has not been identified yet!



Ransomware 
Deployment 
9-10th May
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War story - Summary
Situation:

Local IT began restoring and, together with local resources 
and together with local resources, launched an investigation.

Immediate Risk:

Release of data including proprietary, confidential and 
personal information. Reputational damage. Unknow to Local 
IT

Lessons Learned:
 - Insufficient Incident Preparation and Planning

 - Insufficient Documentation

 - No Methodology

 - Destroyed evidence through too quick recovery



Case Study
Undisclosed Client

▪ 4 emergency cases in the last 15 months

▪ Been on a journey and have learnt the hard way

▪ Grown their security team from 1-man band, to several security professionals, from CISO down

▪ Last IR engagement contained prior to calling our CSIRT – details on the next few slides…
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Attack 
timeline
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June 2024…

H-Hour +2
Containment

Isolated endpoints, disabled account, reset 

password

Reconnaissance

Network scanning (mostly blocked by firewall)

Lateral Movement

Moved laterally to web servers

Discovery

Search for domain systems and network status

Execution

Failed attempt to execute malware
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June 2024…

H-Hour +2

Exploit of VPN Vulnerability

Exploit enabled attacker to access valid credentials of privileged account

Containment

Isolated endpoints, disabled account, reset 

password

Reconnaissance

Network scanning (mostly blocked by firewall)

Lateral Movement

Moved laterally to web servers

Discovery

Search for domain systems and network status

Execution

Failed attempt to execute malware

Persistence

Failed attempt to deploy remote access mechanisms
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War story - Summary
Situation:

Local IT began quick isolation of affected systems, launched 
a formal investigation and called on their third-party Incident 
Response Team within hours.

Immediate Risk:

Potential lateral movement.

Lessons Learned:
 - Swift actions taken by a mature team limited the impact

 - Improved Documentation

 - Clear Methodology in place



Key Aspects of 
Incident Response
Understanding Risk:

External vs Internal Threat Actors. Risk strategies: Mitigate, 
Avoid, Transfer, Accept.

Knowing the Phases of Incident Response 
(IR Life Cycle):

Preparation, Identification, Containment, Eradication, 
Recovery.

Being aware of Stakeholders:

Management, IT, Legal, HR, PR, third-parties, law 
enforcement, clients/customers.

Knowing your Documents:

Incident Response Plan, Play Books.

Disaster Recovery:

Recovery Objectives. CSIRT vs Cyber Insurance…
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Be Brilliant at the Basics
4 P’s (there are many more!)

Phishing

▪ MFA is not enough – you need Conditional Access Policies and/or Passkeys (“Phishing-Resistant MFA”)

▪ Are you aware of the current TTPs attackers are using to penetrate email security controls and deliver bait to your uses?

▪ And what will be next?  Are you (and your users) keeping track of the ever-evolving threat landscape?

Patching

▪ You can’t patch what you don’t know about.  How confident are you with your network visibility?

▪ When was your last Black Box penetration test?

Ports

▪ Which access points do you have directly exposed to the internet?

Passwords

▪ Audit your company’s passwords before the attackers do

▪ What is the oldest password on your domain?  Go and find out!

▪ Your passwords are part of your identity – don’t treat them like a string of text



CLASSIFICATION:



Business Email 
Compromise
Would you click on this?

Sent from a colleague in reply to another email.



Business Email 
Compromise
Would you click on these?

Received from SharePoint. “John has shared a file with you”.



Business Email 
Compromise



FBI Business 
Email Compromise 
Statistics

Between October 2013 and December 2022

Domestic and international incidents:       277,918 

Domestic and international exposed dollar loss:       $ 50,871,249,501

Between June 2016 and December 2021

Domestic and international incidents:        241,206

Domestic and international exposed dollar loss:        $ 43,312,749,946



Preparation is crucial 
to damage limitation 
of an incident
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Cybersecurity is no longer a check-box exercise!



Unrestricted





Building a safer digital society.



Maintain 
Operational Resilience
Bo Drejer, GRC Manager, Orange Cyberdefense Denmark

Mats Lindblad, GRC Manager, Orange Cyberdefense Sweden

Bernstorff Slot 3. October 2024
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Resilience
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What is this?
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”The ability to recognise risks & changes

in an environment and adjust to them”

Resilience definition



Threat Landscape.

Ransomware

Social 
engineering

Threat towards
availability

Supply chain 
attack

Malicious 
code

Threat
towards data
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The swans

Unknown unknowns Known unknowns Known knowns

Source: Dr Deborah Pretty
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General Perspective - Resilience

Trigger 
event

Business continuity 
planning and testing

Crisis Management 
planning and testing

Emergency response

Incident Management

Business recovery 
(BCM/DRM)

Crisis Management

Operational Risk 
Management

Time
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Strategic Tactictal Operational
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Compliance3 P’s
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Prioritization
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Preparedness
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Proof
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Respond & Recover

GRC - optimizing and operationalizing risk mitigation & investments
Significant part of organizational resilience

GDPR (Privacy)
NIS2 (Resilience)

DORA (Banking)

Maturity Assessments

Protect

Risk Prioritization & Governance (Identify)

BCM

Business Continuity Management
Disaster Recovery

Incident Response Crisis Management

Why - What - When

Detect

What

&

How

What

&

How

Prioritization

Preparedness

Proof
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NIS2: Predictability Of Significant European Supply Chains

Know Your Risk

Protect Adequately

Ability To React On Incident

Ability To Recover

Accountability!
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Security by Design
Legislation & Directives

”NIS2 er noget alle bør have på dagsordenen –

og prioritere højt nu. I må ikke gå i stå, men skal 
fortsætte med implementeringen på trods af 
udsættelsen, så I kan blive compliant hurtigst 

muligt. Hvis I ikke er startet endnu, så kom i 
gang. Det er især vigtigt, hvis man har kunder 

eller samarbejdspartnere i andre EU-lande, hvor 
den nationale implementering ikke er forsinket.”

Første skridt hen imod NIS2-compliance 

er at få lavet en risikovurdering, som giver 
overblik. Det er en vigtig og værdifuld 
forudsætning for, at man kan foretage den 

nødvendige optimering af ressourcer og 
prioritering af indsatsområder, hvilket er 

fundamentet for, at man kan arbejde målrettet 
med at styrke den operationelle cybersikkerhed. 

Vi har længe kunnet se, at antallet af 

alvorlige cyberangreb stiger og vi er blevet 

mere sårbare. og den kedelige udvikling 

ser bare ud til at fortsætte. Så hvis man 

bare læner sig tilbage i sofaen og smækker 
benene op på kaffebordet, løber man en 

enorm cyberrisiko.

NIS2 er noget alle bør have på 

dagsordenen – og prioritere højt nu. 
I må ikke gå i stå, men skal fortsætte 
med implementeringen på trods af 

udsættelsen, så I kan blive compliant
hurtigst muligt. Hvis I ikke er startet 

endnu, så kom i gang. Det er især 
vigtigt, hvis man har kunder eller 
samarbejdspartnere i andre EU-lande, 

hvor den nationale implemen-tering ikke 
er forsinket.Ulrik Ledertoug

CTO
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Security by Design
Legislation & Directives

”NIS2 er noget alle bør have på dagsordenen –

og prioritere højt nu. I må ikke gå i stå, men skal 
fortsætte med implementeringen på trods af 
udsættelsen, så I kan blive compliant hurtigst 

muligt. Hvis I ikke er startet endnu, så kom i 
gang. Det er især vigtigt, hvis man har kunder 

eller samarbejdspartnere i andre EU-lande, hvor 
den nationale implementering ikke er forsinket.”

Første skridt hen imod NIS2-compliance 

er at få lavet en risikovurdering, som giver 
overblik. Det er en vigtig og værdifuld 
forudsætning for, at man kan foretage den 

nødvendige optimering af ressourcer og 
prioritering af indsatsområder, hvilket er 

fundamentet for, at man kan arbejde målrettet 
med at styrke den operationelle cybersikkerhed. 

Vi har længe kunnet se, at antallet af 

alvorlige cyberangreb stiger og vi er blevet 

mere sårbare. og den kedelige udvikling 

ser bare ud til at fortsætte. Så hvis man 

bare læner sig tilbage i sofaen og smækker 
benene op på kaffebordet, løber man en 

enorm cyberrisiko.

Første skridt hen imod NIS2-compliance 

er at få lavet en risiko-vurdering, som 
giver overblik. Det er en vigtig og 
værdifuld forudsætning for, at man kan 

foretage den nødven-dige optimering af 
ressourcer og prioritering af 

indsatsområder, hvilket er fundamentet 
for, at man kan arbejde målrettet med at 
styrke den operationelle cybersikkerhed. 

Bo Drejer

GRC Manager
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Source: A Guide to Building a More Resilient Business, Harvard Business Review.

The benefits of resilience

…ensuring increased business resilience is now 

a board-level matter, too.

Anticipate threats faster

Better resistance to the initial shock

Rebound more quickly

Benefit from increased fitness post 

shock

https://hbr.org/2020/07/a-guide-to-building-a-more-resilient-business


Unrestricted

Changing The Game
With Holistic Architecture

Business driven central control and visibility!

Unified

Security

Authenticate 

Users and Devices

Identify & 

Classify Data

Consistent cloud protection

Visibility & simplified 

network management

Operational cost 

reduction

Detect malicious

activity

Business driven security policies sets the 
scene

Business driven risk management 
defines access

Taking offset in identity visibility

Individuals, Devices, Solutions

Dynamic access control based upon

Type, Status, Verification, Location, 
Criticality, etc.
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• Are our (critical) business risks adressed 
sufficiently?

• Visibility of who and what has accesss to what?

• Visibility of what is implemented and if it is done 
correctly?

• Do I have enough ressources for timely 
implementation?

• Are we sufficiently efficient on detecting and 
blocking attacks in a timely fashion?

• Is Crisis Management, Business Continuity, 
Disater Recovery adeqautely tested

Important Questions

?

Transparent prioritization, reporting and execution
based upon business risk!



Risk Prioritisation & Governance
Which business functions are most critical?

Customers actual 

dependency and 

requirement

Customers 

maximum disruption 

and dataloss

Business responsibles 

perceived requirement

Maximum 

disruption

(RTO)

Maximum

dataloss

(RPO)

Business 

responsibles 

Maximun disruption 

and dataloss

(MTPD)

Your actual supply chains 

capacity – is it sufficient?

Which are your 
crititcal Business 
Services ?

Business service

System component A

System component B

System component C

Business

Expectation
Society

Expectations
Actual capability



▪ Technically mature customer

▪ Performed Top-Down BIA

▪ Production and distribution of most importance

▪ 90% of production & distribution depended on it-
infrastructure

→ 4 months later they had trained and could document 

recovery of IT-infrastructure within 24 hours

Real world example
Strengthening of operational capability:  
Prioritization, Protection and Recovery
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Orange Restricted

Resilience anticipation – learnings matter!

Tacoma Bridge

Tacoma Bridge

A bridge over a road

Description automatically generated

https://www.youtube.com/watch?v=XggxeuFDaDU
https://www.youtube.com/watch?v=XggxeuFDaDU


GRC

Contact

Bo Drejer, GRC Manager

bo.drejer@orangecyberdefense.com
+45  2148 0381

mailto:bo.drejer@orangecyberdefense.com


We build a safer digital society.
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